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SECRET

MEMORANDUM FOR: Chairman, SECOM

FROM:
SECOM Member
SUBJECT: Information Security R&D
REFERENCE: SECOM-D-055, dated 26 Feb 85, Same Subject

1. This memorandum is in response to SECOM tasking
regarding subject. The appropriate Central Intelligence Agency
(CIA) offices, which have principal responsibility for research
and development in information security, have reviewed this
memorandum. This report includes input from the CIA's Office
of Security, Technical Security Division and the Information
Systems Security Group. The Chairman, Research and Development
Subcommittee will submit his report directly to Chairman,
SECOM. Together, these inputs represent a comprehensive

listing of Information Security R&D efforts in the CIA. ]

2. Attached as Tab A is a listing of the specific R&D
efforts which are being pursued in 1985. Attached as Tab B is
a listing of the specific efforts which are planned for 1986
and 1987. Attached as Tab C is a priority listing of projects
recommended for research and development which were not funded
for 1985 and lack confirmed funding for 1986 and the following
years.

3. It would seem advisable that SECOM participants review
appropriate sections of the Intelligence Research and
Development Council Study, "research and Development to Counter
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PERSO....L SECURITY COURSE 29 Apri. - 3 May

Tentative Course Outline
MONDAY

0900~0930 Course Outline

0930-1000 Terrorism Video :
1000-1100 Profile of Terrorist Groups i
1100-1115 Break .
1115-1215 Introduction to Terrorist Devices (OTS) ;
1215-1300 Lunch ‘

1300-1345 Nature of Criminal Threats Abroad

1345-1430 Physical Security Measures & Personal Security Awareness
1430-1445 Break

1445-1700 Self-Defense: Escaping from Hostage Holds and Physical Restraints

TUESDAY

0900-1200 Medical Emergencies

1200-1245 Lunch

1245-1345 Arrest & Interrogation Video

1345-1400 Break

1400-1530 Hostage Survival: Physical/Psychological Aspects of Captivity

1530-1545 Break :
7 1545-1700 Apprehended/Interrogated: Personal Ordeal with a Hostile Service |

WEDNESDAY
0900-0930 Escape, Evasion & Urban Survival

0930-1015 Sound Cover Story Preparation: Operation Officer's Perspective
1015-1030 Break |

1030-1215 Surveillance Awareness -

1215-1300 Lunch
1300-1700 Self-Defense: Defensive & Counter-Offensive Measures

THURSDAY

0900-1015 Briefing for Street Skills Exercise

[1030-153Q1Practical Street Skills: Surveillance Awareness; Coping with
— Criminal Confrontations; Using Cover and Resisting Interrogation
£ 1530-1600 Return to C of C Building

1600-1700 Debriefing/Comments/Observations of street training drills

FRIDAY

0900-1100 Familiarization with Operational Characteristics of Selected
Terrorist Weapons: Assault Rifles/Semi-automatic pistols

1100-1115 Break

1115-1215 Compliance or Resistance: Decision Making when Confronted by
Armed Assailants

1215-1300 Lunch

1300-1400 Use of Improvised Weaponry

1400-1530 Worst Case Scenarios: Weapon Immobilization and/or Disarming
During Unquestionably Life-Threatening Situations

1530-1630 Comprehensive Physical Training Drills Incorporating Application
of All Defensive and Combative Skills

1630-1700 Summary Remarks and Final Administration
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